
 
Notice of Data Security Incident 

 

Somnia, Inc. (“Somnia”) is providing notice of a data security incident on behalf of the covered 

entities* listed below. This notice provides more information about what occurred, and the steps 

Somnia took in response.  

 

What happened? 

 

On November 21, 2024, Somnia identified suspicious activity associated with its email environment, 

implemented its incident response protocols and ensured all email accounts were secure. Independent 

cybersecurity specialists were engaged to assist with an investigation. The investigation found that 

there was unauthorized access to a limited number of email accounts. On December 10, 2024, Somnia 

determined that protected health information may be present in some of the impacted accounts. A 

thorough review was conducted and determined the following patient protected health information may 

have been impacted: name, date of birth, diagnosis, health insurance plan, and billing information such 

as amount billed or paid. Patient financial account information and Social Security numbers were 

not impacted. 

 

What is Somnia doing? 

 

Somnia has taken steps to prevent a similar incident from occurring in the future. This includes resetting 

passwords and reinforcing multi-factor authentication on all email accounts. Employees will also be trained 

on recognizing and responding to suspicious email activity. 

 

What you can do: 

 

Individuals should be vigilant for the next 12 to 24 months and review credit reports, bank account and 

other financial statements, and immediately contact their financial institution if they identify suspicious 

activity. Individuals should also monitor their estimate of benefits (or EOB) for suspicious medical activity 

as well. 

For more information: 

 

For questions or concerns, please contact 833-799-3978 Monday through Friday from 8am-8pm Eastern 

Time. Protecting personal information is important to Somnia, and we sincerely apologize for any 

concern this incident may cause.  

 

*Covered Entities: 

 

• Resource Anesthesiology Associates of TN 

• Anesthesia Services of San Joaquin PC 

• Providence WA Anesthesia Services PC 

• Resource Anesthesiology Associates of NM Inc. 

• Hazleton Anesthesia Services 

• Resource Anesthesiology Associates of MO LLC 

• Bronx Anesthesia Services PC 

• Upstate Anesthesia Services  


